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ABSTRACT
A command and control system requires a variety of data sets with information on terrain, incidents and events, capabilities, and enemy forces. However, no method of evaluation exists for determining which of the currently available data sets will provide the most efficient and effective set of data available to the users at every level while still maintaining the common operational picture. It is the task of this group to determine which layers of information and data are critical to successful mission planning given the challenge of providing up to date information when time is a limiting constraint. The team conducted an experiment in which users of a tactical planning platform utilized three levels of detail to determine which aspects of each level of detail was most useful to mission planning and execution. The experiment incorporated ArcMap software for the planning of the operation.  Metrics were utilized to evaluate the relative importance of each layer in order to provide feedback to our client, the United States Army Topographical Engineering Center (TEC).  Those aspects of terrain data that are most critical to mission planning and execution will then be used to build terrain data databases for the Army Future Combat Systems (FCS). 
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MEMORANDUM FOR: 
SUBJECT: SE402 CAPSTONE 
BLUF: Based upon the results of our experiment, we recommend that operational planning incorporates various levels of detail in the testing and experimentation of various future combat system platforms.
1. A command and control system requires a variety of data sets with information on terrain, incidents and events, capabilities, and enemy forces. However, no method of evaluation exists for determining which of the currently available data sets will provide the most efficient and effective set of data available to the users at every level while still maintaining the common operational picture. It is the task of this group to determine which layers of information and data are critical to successful mission planning given the challenge of providing up to date information when time is a limiting constraint. The team conducted an experiment in which users of a tactical planning platform utilized three levels of detail to determine which aspects of each level of detail was most useful to mission planning and execution. The experiment incorporated ArcMap software for the planning of the operation.  Metrics were utilized to evaluate the relative importance of each layer in order to provide feedback to our client, the United States Army Topographical Engineering Center (TEC).  Those aspects of terrain data that are most critical to mission planning and execution will then be used to build terrain databases for future military tactical operations and command and control systems. 
2. The experimentation led to a number of important conclusions that can be extremely useful to decisions made regarding the features of terrain data most useful to mission planning and execution in FCS.  First, we recognized that inadequate aerial photography and maps can be detrimental to mission planning.  At the lowest level of detail, the lack of detail on the provided map photo made mission planning nearly impossible.  Commanders would be extremely uncomfortable planning a mission with this amount of data without an actual reconnaissance of the objective and route.  The level of detail in aerial photography at the lowest level was about on par with off-the-shelf NGA data available anywhere in the world.  The experimenters had difficulty identifying urban areas, roads, and open areas due to the lack of detail in the photos.  The resulting plan was not accurate to the actual nature of the terrain and would have made execution extremely difficult and dangerous for friendly forces.  

3. Overall, we recommend that at an absolute minimum for effective mission planning a map with detailed elevation data is provided for leaders.  Additionally, updated detailed aerial photography must be used because low detailed satellite photography is not useful at all.  Detailed elevation data is of immense importance to mission planners and should be incorporated into terrain data.  Additionally, the ability to overlay contour lines on the elevation data is extremely important so that planners can visualize terrain and line of sight.  Trafficability data should be included if possible to aid in mission planning.  Finally, tools such as line of sight can be immensely helpful in determining fields of fire.  We recommend getting as much information as possible to aid in planning, but maps data, imagery, and elevation data are critical aspects in mission planning.
4. Based upon the results of our experiment, we recommend that operational planning incorporates various levels of detail in the testing and experimentation of various future combat system platforms. The effectiveness of any operational systems is based upon the level of data available. In other words, terrain data is the limiting factor in the effectiveness and value of the future combat systems. Thus, it is critical for there to be extensive testing conducted to determine our fighting capabilities at the three levels of data we used for our experiment. 
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I.
INTRODUCTION
With the creation of tactical planning and simulation platforms we have entered an age were we can test questions such as: which terrain data type should be utilized in the testing, designing, and implementation in both current and future tactical planning platforms?  Ultimately the purpose of our project is to require an understanding of command and control in relation to the detailed data sets that contain characteristics such as terrain, incidents and events, capabilities, and enemy forces which provide useful information to the user and allow the user to extract the extent of his or her capabilities.  Essentially, the mission we tested was the following:  What is the lowest level of data to plan a mission successful?  We assessed this question by testing three levels of terrain detail.  Additionally, to gain a full understanding of our project we operated two groups.  One group was in charge of answering the question of what is the adequate amount of data needed to plan a successful mission.  The other group was in charge of developing three different levels of terrain detail so the first group could analyze and test their question.  Yet, our project extends even further.  


We have conducted an experiment were we used three different levels of detail to plan a mission.  We concluded that the lowest level of detail was insufficient for effective mission planning and execution and that the second level of detail provided an adequate amount of information that allowed the user to successfully conduct a mission.  We felt that the optimal personnel for conducting the planning and execution phases of the exercise through ArcMap software are officers that have experience in executing convoy and raid operations in theatre. The exercise was conducted by having an officer and a non-commissioned officer (NCO) independently conduct the planning of an operation at each of the three levels of detail.

Additionally, with the increase of literature regarding command and control we have learned several lessons that we analyzed in our capstone.  For one, only relevant information should be brought up to the level of the commander.  This information should be on time, accurate, and without bias or error because this is the basis from which the commander makes decisions [1].  Furthermore, the possibility of horizontal coordination is indicative of the importance of delivering terrain data to these units not necessarily from the top but either on all levels or from a central server.  Terrain data must be immediately available at any level of detail to any type of unit, and the complexity in deploying it is an issue the team faced.  Ultimately, understanding increased battlespace awareness that Network Centric Warfare systems can offer to soldiers are critical to advances in command and control [2].  Our capstone experiment was able to capitalize on our understanding of these concepts and results will be explained further in this paper. 

II.
stakeholder analysis

The purpose of the stakeholder analysis step is to identify the people and organizations relevant to the problem and to determine objectives in relation to the problem

We used interviews to obtain our stakeholder analysis.  We felt that an interview would facilitate the most in-depth questioning, and allow us to better tap into the expert knowledge of the interviewees.  Furthermore, because the problem statement was so vague at this step of the problem definition phase, an interview allowed us to ask follow-on questions and guide the interview into new directions that would have been otherwise constricted by a survey.  Group meetings were not optimal because of the difficulty of coordinating such meetings with officers and non-commissioned officers. 

We defined the primary key stakeholders as the end users of the system.  These include the officers and soldiers involved in the terrain analysis and command and control of mission planning and execution.  The objectives were paramount to our problem, and these were the stakeholders we focused our interview efforts on.  Secondary stakeholders were the US Army Topographic Engineering Center (TEC) and Future Combat Systems (FCS).  The study we conducted for TEC is focused on understanding the critical data sets for the command and control portion of terrain analysis.  However, the end user remains the soldiers and officers.  Finally, FCS is a secondary stakeholder because these recommendations will eventually be rolled into FCS’s architecture, but they are not relevant end users of the system at this point.  

 
The outputs of the stakeholder analysis were arranged into three primary categories: findings, conclusions, and recommendations.  Findings include the actual information and knowledge that we extracted from the stakeholders that is relevant to our problem.  Conclusions include the relevant logical ends that were inferred from the findings.  Finally, recommendations should be followed in the following steps of the project and are drawn from the conclusions.  

FINDINGS: 

All interviewees agreed that detailed three-dimensional imagery greatly assists commanders in mission planning.  Updated data, real time friendly and enemy situation tracking used in Force XXI Battle Command Brigade and Below (FBCB2), a real time battle command system, was greatly desired.  Furthermore, timely access to terrain data was needed down to the company level in order to afford commanders valuable time for planning and mission preparation without forcing them to wait for information to be sent down from higher levels.  Additionally, a common operational picture was desired where commanders could see and plan in conjunction with other commanders rather than working individually and potentially encroaching on each others’ plans.  Lastly, the need for automatic updates for situational data was emphasized so that missions could be planned off of the newest intelligence possible.


These findings allowed us to create a functional analysis and weighted value hierarchy to assign the relative importance of each of these value measures.  The survey data allowed us to assign weights and relative importance to each measure that was a function of terrain data.
III.
functional analysis
The way we developed our functional hierarchy was through the use of an affinity diagram.  Our group members came together to generate and propose ideas about the most important and all encompassing functions for this problem.  Our group took into consideration our stakeholders’ needs that were previously mention before our affinity group meeting took place.  Next, we defined our over-arching problem, the subject that would define our system.  For our problem, the system was “Command and Control Terrain Analysis System to Plan and Execute Missions.”  From there we developed four key functions that would branch off from our system’s scope:  “Analyze Terrain”, “Provide Current Situation Analysis ”, “Performing Joint Integration” and “Provide Terrain Imagery.”  These four functions provided the basis on which we will assess our model.  Furthermore, our four functions had a number of sub-functions that branched off the function and demonstrated specific qualities of the particular function.  

With our most up to date functional hierarchy, our group had a solid grasp on the functions our system is being designed to perform. We used our functional hierarchy to assess our solution designs and develop future models and simulations.


[image: image2.wmf]
Figure 1. Functional Hierarchy. 

IV.
WEIGHTED MEASURES
In order for the terrain analysis tool to be effective, the system needs to perform three essential functions: analyze terrain, provide current situational analysis, provide joint integration, and provide terrain imagery. From these functions each was ranked order and weighted 

	Analyze Terrain 
	0.2

	Provide Current Situational Analysis
	0.2

	Provide Terrain Imagery
	0.6


Figure 2 - Weighted Functions

Weighting was based on which functions we determined were most essential from the stakeholder analysis. The following will be a description of each function by examining their sub-functions. Also provided in the description of each sub-function method of evaluation.  


Analyze Terrain: To effectively analyze terrain we have determined the system needs to include analysis of light/weather, elevation/line of sight, soil conditions and trafficability, and feature data. Each will be evaluated by the following methods:

	Function
	MOE

	Analyze light & weather effects
	Accuracy of data

	Show elevation and line of sight information
	Ease of use

	Analyze soil conditions & trafficability
	Accuracy of analysis

	Show feature data
	Model vs. Actual


Figure 3 - Measure of Effectiveness


Provide Current Situational Analysis: The sub-functions associated with this function are as follows: Mission analysis, area traffic, friendly situation, and enemy situation. The stakeholders surveyed in this capstone have all agreed these are essential to mission planning. The order of importance is represented by their weights above (figure 1). Our stakeholder analysis shows that if the commanders have information pertaining to the mentioned functions they can plan missions with increased assurance and accuracy. 

	Function
	MOE

	Provide mission analysis
	Quality of analysis

	Provide up to date traffic information
	Accuracy and frequency of updates

	Provide friendly situation
	Accuracy and frequency of updates

	Provide enemy situation
	Accuracy and frequency of updates


Figure 4 - Measure of Effectiveness (Cont.)


Provide Terrain Imagery: Weighted as our most important function, the sub-functions include four different type of terrain imagery which will be provided to commanders: Topographic, Satellite Imagery, 3D Imagery, and Grid. To evaluate each type of imagery we used resolution from satellite and 3D, and accuracy for topography and grid imagery. Terrain imagery was determined most essential by stakeholders because analysis could be derived from imagery if all else is not available. With accurate imagery, commander can analyze routes, terrain, and avenues of approach. Although the system can provide all these functions all stakeholders concluded they would not replace a leader’s reconnaissance with a system that provides data and analysis. The purpose of the system therefore is to supplement a leader’s reconnaissance and provide greater detail of the current situation and possible solutions to a mission.


From the experiment, we have discovered that the ability to provide high resolution detailed satellite imagery proved most useful in the mission planning portion of the experiment. However, we have also determined that the ability to provide current situational analysis would prove even more important and critical in the execution portion of the experiment. Thus, it is important to keep in mind that these values may fluctuate depending on what phase of the operation the tool is being used for. 

V.
problem


The problem that our group currently faces deals with terrain databases and the lack of detailed terrain information around the world. When U.S military units go overseas to conduct military operations in remote areas of the world, often time, they start the mission with limited information on the area. Even if we did have detailed terrain databases for every inch of the earth, things change. Natural disasters occur which make old databases useless within minutes. Therein lies the root of the problem, which centers on quality of detail and updateability.

To solve the problem we decided to determine the effectiveness of three different terrain databases at varying levels of detail. The levels of detail were based on what assets the military controlled at that time. The lowest level of detail, 10m elevation data, used data that can be found around the world.  In this level of detail, friendly forces did not control the air and ground situations.  All data was obtained from off the shelf data from the National Geospatial-Intelligence Agency (NGA) or other commercial sources.  From Figure 6 we can only see a 4 meter image of the area, which is the only detail given for this level.  The point of this level is to come into a mission with the least amount of time and data as possible.  

The medium level of detail was based on the idea that the military or its allies had air superiority and can therefore collect more data than the low level. This is seen in Figure 6 with the addition of the Quickbird 1 meter image, the DTED 2 elevation of the ground, and the 1:50,000 scale map of the area.  This additional information such as roads, water, and forested areas are useful to conduct further terrain analysis of the area.  

The third level of detail, and the most detailed, dealt with areas where the military had air and ground superiority.  Therefore, the enemy cannot shoot down planes collecting LIDAR and other data.  This data is the highest amount of data that one can receive for a mission.  From Figure 6, one can see it includes all the layers found on ArcGIS and gives more key features of the area.  In addition, it includes everything that the low and medium levels have and adds the LIDAR data.  The LIDAR data gives a higher and more detailed resolution of the area, but can only be obtained when the military can control the air and ground.  The key features pinpoint exact areas in the map where the there is significant culture.  In addition, it attributes some of the forested, residential, and water areas with more detail so the areas are not just huge polygons.  Instead, they are broken up so the audience can define the different types of terrain easier.

To determine the effectiveness of each database, we conducted a mission at each level of detail.  The mission incorporated both static and dynamic elements into our final mission.  The mission involves a platoon moving in a convoy to a raid site (dynamic), and dismounting and conducting a raid on select buildings (static).  We were trying to find the aspects of the database that were the most useful and then determine what it took to put those aspects into the database. For example we are trying to find the time, equipment, and cost (man-hours and monetary) it would take to outline the roads of a certain city.  The ultimate goal was to find the aspects of the database that were the most essential for each mission.

VI. 
Assumptions

In order to make a working database there are a few things that we will have to consider.  Each level of resolution is dependent on how much time notice we have and how much control we have in the area or interest.  For the lowest level of resolution, we are assuming that we have less than a week’s notice before the database is released to the commanders for planning purposes.  With this amount of time, the only imagery available is off the shelf imagery, or commercial imagery.  This database is not very detailed, yet good enough to have a general idea of the area of operations.


With the second level of resolution, we are assuming we have a couple of weeks in the area of operations.  There should be more air assets with slightly higher imagery quality than commercial/off the shelf imagery, which will allow us to create a more detailed database.  Assuming that the imagery is better we should have elevation, more precise base images, and traceable water features/roads/buildings.  


The database with the greatest level of resolution will provide highly detailed images that include key buildings of interest, vertical obstructions, cultural features, distinction between residential, commercial, and institutional urban areas, vegetation, and ground photo annexes among other features to assist commanders in making sound decisions for their missions.  This database assumes that we have been in the area for a few months such that ground as well as air superiority has been achieved.
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 Figure 5 – Taken From Terrain Generation Team

VII. 
ALTERNATIVES

Working with individuals within USMA’s Department of Geography and Environmental Engineering (G&EnE) as well as an individual attached to the G&EnE Department from the US Army’s Topographic Engineering Center (TEC) at Fort Belvoir, Virginia, we were able to increase our ability to work with different software to model our problem.  Although work was smooth and our knowledge base increased, we needed to establish some assumptions and other key information that would help TEC, our client, put our work into perspective.  Mr. Joe Harrison of TEC gave us insight that helped guide our work: With elevation and image data in hand, it would take a competent design team of four members about four weeks to complete a 15 x 15 kilometer area.


Our main assumption is that the above-mentioned team, working 8-hour days Monday to Friday with minimal breaks for personal business, could produce a product of medium density including major terrain features and buildings of interest in about four weeks.  Other logistical or resource constraints and assumptions are still being worked out to attain a more accurate estimate of working time based on different levels of density of the product.

viii. 
systems simulation

Given that there is no current procedure or method of determining the most useful and obtainable data for a scenario, we have attempted to develop a framework for analyzing the effectiveness and usefulness of various levels of detail in terrain data both in the planning and execution phase of military operations. 


In order to determine the effectiveness and usefulness of different levels of terrain data, our group has developed an experiment. We used four experienced Army officers and non-commissioned officers and exposed them to a complex convoy/raid scenario at three different levels of terrain detail—low, medium, and high resolution. 

The Maneuver Control System (MCS), shown in Figure 5 below, was used to test the various data sets to determine its effectiveness and efficiency. The primary reason MCS was chosen over other graphic planning tools is because it supports both commercial and National Geospatial-Intelligence Agency (NGA) data. Commercial data is data that can be obtained in public while NGA data can only be obtained through the National Geospatial-Intelligence Agency, a federal agency of the United States Government whose primary function is collection, analysis, and distribution of Geospatial Intelligence (GEOINT) in support of national security. 
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 Figure 6 – MCS Screen Capture

The MCS system is a tactical planning tool for use at the brigade. It is supported by graphics decision support tools, which includes: 

· Digital maps

· Aerial or satellite photos

· Dynamic 3D "flyover" view of the battle space

· Mobility analysis of the terrain

· Map overlays with intelligence 

· Battle resources by unit. 

Commanders can use MCS to quickly and clearly analyze different courses of action and make decisions based on thorough analysis of up-to-date situational assessment, various maneuver schemes, doctrine, and changes encountered during the course of action. Once detailed plan is determined, the MCS can then be used to prepare and send warning orders, operations orders, and related annexes. During the mission, the system provides automatic updates of friendly/enemy unit movement locations and battlefield geometry. 


Using MCS combat simulation software, the officers and non-commissioned officers (NCOs) were required to plan for a raid mission that required a convoy movement plan up to the raid site. Using the terrain data provided, these officers and NCOs were required to develop a movement plan and a plan for how they will execute the raid mission. 


Their ability to develop their plan will be directly impacted by the amount of data available to them. At the lowest resolution, they were unable to differentiate the buildings at the raid site. However, at the highest resolution, they were able to distinguish individual trees. The kind of data available to them is not limited to satellite imagery. They also had access maps, various overlays to include vegetation and elevation, in addition to others given by the terrain database team.

IX. EXPERIMENT RESULTS & ANALYSIS

The experimentation led to a number of important conclusions that can be extremely useful to decisions made regarding the features of terrain data most useful to mission planning and execution in FCS.  First, we recognized that inadequate aerial photography and maps can be detrimental to mission planning.  At the lowest level of detail, the lack of detail on the provided map photo made mission planning nearly impossible.  Commanders would be extremely uncomfortable planning a mission with this amount of data without an actual reconnaissance of the objective and route.  The level of detail in aerial photography at the lowest level was about on par with off-the-shelf NGA data available anywhere in the world.  The experimenters had difficulty identifying urban areas, roads, and open areas due to the lack of detail in the photos.  The resulting plan was not accurate to the actual nature of the terrain and would have made execution extremely difficult and dangerous for friendly forces.  

At the medium level of detail, which assumes aerial supremacy above the objective, photography was detailed enough for thorough mission planning.  Improved map data aided in the planning process, but experimenters concluded that aerial photography was the most useful for mission planning.  Additionally, with aerial photography available, mission planning tools such as line of sight analysis became useful to the commander.  

Feature layers helped quickly identify areas such as vegetation versus terrain; however they were not critical in any way to mission planning.  Feature data about roads and trafficability however were extremely important to mission planning.  Aerial photography does not provide substantial information for trafficability, especially if the terrain is off-road.  Integrated updated trafficability data is critical for the planning of missions.   The ability to overlay detailed contour lines on aerial photography made a huge difference in mission planning.  Ground photography also made a substantial impact on mission planning.

X. 
CONCLUSION / RECOMMENDATION

Overall, we recommend that at an absolute minimum for effective mission planning a map with detailed elevation data is provided for leaders.  Additionally, updated detailed aerial photography must be used because low detailed satellite photography is not useful at all.  Detailed elevation data is of immense importance to mission planners and should be incorporated into terrain data.  Additionally, the ability to overlay contour lines on the elevation data is extremely important so that planners can visualize terrain and line of sight.  Trafficability data should be included if possible to aid in mission planning.  Finally, tools such as line of sight can be immensely helpful in determining fields of fire.  We recommend getting as much information as possible to aid in planning, but maps data, imagery, and elevation data are critical aspects in mission planning.       

Based upon the results of our experiment, we recommend that operational planning incorporates various levels of detail in the testing and experimentation of various future combat system platforms. The effectiveness of any operational systems is based upon the level of data available. In other words, terrain data is the limiting factor in the effectiveness and value of the future combat systems. Thus, it is critical for there to be extensive testing conducted to determine our fighting capabilities at the three levels of data we used for our experiment. 
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APPENDIX A

SIMULATION PLAN
Scenario

Date: 0700 hours, 1 April 2007.  You are the platoon leader for 1st Platoon, Alpha Company, TF 1-1, deployed to JRTC in support of the ground mission following completion of primary combat operations.  Currently stationed at FOB Eagle, your unit is part of an offensive mission to clear surrounding areas.  You are a pure mechanized infantry platoon with no attachments or detachments. You have four Bradley Fighting Vehicles (BFVs) organized into two sections and 27 dismounted infantryman (three nine man squads) in your platoon.
FOB Eagle is located at an intersection of 2 main roads, MSR Orange and MSR Blue running north/south and east/west (to be identified on maps) which are paved.  Most of the trees would not provide good cover but can provide good concealment.  Most lines of trees are too thick to drive vehicles through.  FOB Eagle is secure, although it receives sporadic insurgent mortar and small arms fire.  The area in which you are operating is generally flat and forested.           
Recent enemy activities have been largely limited to small hit-and-run attacks involving IEDs and a couple of mortar attacks.  The enemy in your area operates in approxamtely squad sized elements of insurgents of 6-12 men.  The insurgents have no known formation and are assumed to be a scattered cell type organization.  The enemy operates with basic handheld radios susceptible to jamming.  Their weaponry includes small arms, RPG’s, and IED’s.  Insurgents use guerilla techniques to move and attack around AO. IED have been known to be emplaced along major MSRs. Abandoned buildings are well supported by small arms and RPG’s.  Enemy combatants move around the battlefield on foot and in civilian vehicles.  About half of the enemy soldiers are foreign fighters from Syria, Chechnya, Iran, European, North Africa, or elsewhere in the middle east and most do not speak the same language. The enemy largely lacks any combat experience except for their leadership.  Enemy soldiers seem reluctant to sustain a fight against coalition forces due to heavy losses on their part and very few enemy soldiers possess leadership qualities.  They do not show any disciplined tactics and will typically break when confronted with any organized effort.    

Recent intelligence indicates that approximately one squad sized element has seized the service station and possibly adjacent buildings within Shughart-Gordon Village and declared that the village be “liberated”.  The enemy has been known to emplace IED’s along MSR’s and to begin small arms conflicts and scatter before US troops can return fire.  Raids on terrorist buildings have been executed with resistance from neighboring insurgent support QRF’s. Civilians throughout the area are tired of the war and of anything to do with the military, to include insurgents and foreign military.  Aside from the information regarding the service station being held, little other intelligence about the village is available.  Terrain information is limited to the information available through Arc GIS.      

The weather for the past week has been clear and sunny, temperatures ranging from 70-85 degrees from night to mid-day; 100% visibility during the day and evening periods.  BMNT at 0655 and EENT at 2015.  The moon is near full at night, giving 100% illumination and there is no rain or clouds in the forecast for the next 72 hours.

Develop a maneuver plan, to include a concept statement, task and purpose of your subordinate elements, and a sketch.
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Summarized By: Cadet Eugene Page
Key Points:

· Command path for fast changing military situations.

· Compares a strong command path against a strong control path.

· Discusses integration of communications and computer technology into rapidly changing politico-military situations.

· Freedom of Action and responsibility in Command and Control
Summary:


The evolution of warfare has been led by dramatic advances in technology and has put enormous pressure on the demands of mobility, agility, and rapid decision making.  Technology has evolved to help meet these demands and assist the commander in command and control.  Command is absolutely essential to the success of the United States Army, and there are certain elements of command that the Army needs to recognize as being absolutely essential.  

There are two paths in command and control that the commander can follow: a strong command path or a strong control path.  Technology and the evolution of electronic devices will lead toward a control path.  The command path provides for the initiative, the acceptance of risk, and rapid seizure of opportunities on the battlefield.  The control path leads to caution, a more deliberate matter, and an emphasis on process rather than outcome.  He argues that it is a zero sum game and that the more control that is imposed, the less command is applied.  Further control restricts command.

The author argues that controls that are system oriented, such as operational control systems, should be analyzed to determine their applicability to the mission.  He states that systems tend to run toward efficiency rather than effectiveness.  Computer systems are critical in providing information to the staff and commander.  The information however must be assessed for its operational relevance to the staff and passed onto the commander.  Commanders shouldn’t tie themselves to computer systems.  Commanders should hesitate to treat the computer as completely correct because bad, partial, outdated, or poor data can be in the system and decisions can be based on this data.  Computer systems that are used must be simple, robust command systems built upon a strong command philosophy.  Control measures should merely facilitate mission development.

Analysis:


The article provides interesting insight to command and control from the point of view of a General.  He places a huge emphasis on command and cautions that an inverse relationship exists between command and control.  Further, he ties control systems to the type of technology that FCS is developing.  It is of legitimate concern to the author that over-reliance on these types of systems could inhibit rather than enhance command.  This is something that our team should analyze in the capstone.  Also, of greater importance in the article was the assertion that only relevant information should be brought up to the level of the commander.  This information should be on time, accurate, and without bias or error because this is the basis from which the commander makes decisions. 
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Key Points:

· Deployment of the US Army Airborne Command and Control System helicopter
· Increase communications and situational awareness
· Digital Awareness is not reality
· Use technology to extend the commander’s reach
Summary: 


The article primarily assessed the performance of the 4th Infantry Division, the Army’s first digital division and its performance of the advanced command and control platform during counterinsurgency operations in the Sunni Triangle in 2003.  The A2C2S is a very unique command and control system.  It has four single-channel ground and airborne radio systems, two multi-band radios capable of operating on several frequencies, and one SATCOM radio which can retransmit voice and data from any of the other systems.  Additionally, the system can use any battlefield functional area to include FBCB2 and BFT.  Increased situational awareness was a huge advantage with the A2C2S system because the realtime view of the battlefield was unfolding on the battlefield below the commander.  


Several important lessons were learned from A2C2S.  First, the point that digital awareness is not reality is extremely important.  Not matter how good the communications or how many blue icons appear on his computer screen, the commander’s view from the A2C2S is not the real view of the battlefield.  Blue-feed icons show where units are on a map, but do not fully enable the commander to appreciate the lay of the land where units are fighting.  There is no replacement for a commander’s presence on the battlefield at the critical place and time.  The common operating picture (COP) provided by digital systems but is a picture of the entire fight.  Commanders that get tunnel vision on the decisive piece of terrain at the critical time can miss other pieces of the fight.  


Finally technology should be used to extend the commander’s reach.  Commanders used the A2C2S because it allowed them to better command their units.  A commander’s vote of confidence is the best tribute to a system.  A system that can reach back to staff analysis in the rear and be forward in the fight is absolutely critical.  Advantages from technology to assist a commander should be embraced in order to enhance the quality of command.

Analysis:


The A2C2S system contributes important insight to our project.  The 4th ID was the first digital division in the Army and lessons learned from the A2C2S system should be looked at as critical information for FCS’s development, especially with regard to terrain and digital data. First is the issue of overlaying digital data on a map and that fact that digital awareness is not reality.  The commander’s perception of the battlefield through a C2 system is never the same as exactly what the battlefield looks like.  Current systems do not allow the commander to get an appreciation for the lay of the land that the soldiers are fighting on.  This obviously brings up the point of the necessity for more detailed terrain data for the commander.  By utilizing more detailed terrain data, commanders will have a better handle on command and control during a battle.  On the contrary, being on the ground with troops takes the commander away from the COP which is critical to C2.  Therefore a need for an extremely detailed COP exists.


The next large takeaway from the article is that technology should always be used to increase the commander’s reach.  Connectivity with subordinates is crucial to good command and control.  If a system allows a commander to better command his troops, it should always be implemented.  Therefore, in our research, we should push for successful technology that will assist a commander in leading his troops.
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Key Points:

· Technology provides only the capability for gaming battlefield advantages, it is the art of war that exploits capabilities to provide victory effectively.
· C2W’s primary targets are adversary decision makers and information processes that support them
· C2W planning is rooted in diminishing the adverary’s C2 capabilities and preserve those of friendly commanders
· Goal is to meld battle command, intelligence support, and command and control warfare.
Summary: 


The Army process for developing information operations doctrine and concepts is gaining momentum.  The endstate that the Army would like to move toward would meld battle command, intelligence support, and command and control warfare to achieve C2 and information superiority wherever Army forces deploy.  C2W is a large part of Army doctrine, but is currently being reformed.  First, this is a strategy, and not a set of sensors and weapon systems.  The point of C2 Warfare is to ensure that enemies cannot effectively execute C2 over their own forces.  It is not solely a matter of technological superiority, but is also linked to the art of war and the means to provide victory in the least amount of time with minimal loss of life and expenditure of resources.  C2W’s focus should be command and control—the functions that commanders and staffs perform in organizing and conducting operations.  


C2 planning is based on diminishing the adversary’s C2 capabilities and preserve those of friendly targets.  The question asked should be what effect should be achieved operationally.  Commanders can then develop a concept of operation and attain the resources necessary to achieve explicit and implied tasks.  C2W systems should not be based on threa-based systems.  Instead, the focus should be on the types of systems that will defend critical C2 assets.  Information age warfare has implications far beyond sensor, communication, computer and software procurements.  These should reshape the Army’s operations in the future.  

Analysis:


Critical to command and control architecture is the aspect of command and control warfare.  A clear understanding of C2W is necessary in developing the Army’s FCS.  C2W is a 2-sided battle and our enemy will be looking at the best way to destroy our C2 abilities.  This is where technology comes heavily into play.  When we have systems so reliant on detailed terrain data as FCS will be, we need to ensure that our advanced sensor technology and space-based systems can provide accurate data on locations and equipment operating parameters but do not reveal how information is processes and used by decision makers.  The strongest offense for the US Army will be a solid defense of our C2 functions and associated systems.  


While pursuing the project, we need to take a holistic view of C2 and understand that warfighting piece that comes along with it.  It’s a threat to our systems and an opportunity to exploit those of our enemies.  In the context of our project, this involves hardening our terrain data, and having redundancy in sensors and systems to protect our C2.  This could also be exploiting those systems of our enemies and take away their terrain data gathering abilities or feeding them false information about terrain data.  It opens the gates to myriad of opportunities to transform warfighting and should be taken very seriously.
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Key Points:

· NCW significantly increases the ability to generate shared battlespace awareness and contributes to battlespace knowledge
· The essence of C2 is the ability of a commander to make the most out of the situation and resources available.
· Identifies what must be managed in future command and control systems, sensors and actors.

· Identifies the supporting infrastructure.

· Discusses the need to manage battle space information.

· Goal is to meld battle command, intelligence support, and command and control warfare.
Summary: 


NCW can improve both C2 and execution in a number of ways.  These opportunities come about because decision entities or C2 elements become more knowledgeable, actor entities are more knowledgeable, and actor and decision entities are better connected.  The behavior of an organization or unit can be influenced or controlled without top down direction with NCW.  This is because horizontal coordination or self-synchronization are possible.  NCW warfare gives the ability to deal with the complexity of the future battlespace consisting of large-scale, theatre operations or situations in urban environments which will be fast paced and complex.  


The speed of command or the time it takes to recognize and understand a situation, identify and assess options, select an appropriate course of action, and translate all of this in executable orders.  NCW has significantly improved the speed of command.  At the operational level execution occurs at rates of speed that we have never seen before.  By exploiting NCW operations, warfighters have access to sophisticated mission planning tools and simulators.  NCW overall can provide increased battlespace awareness and knowledge, develop new approaches to command and control, and more dynamically plan and rehearse missions.       

Analysis:


The article brings interesting insights to the application of network-centric warfare.  First, by making command and control information more available to both actor and decision entities, the organization can fight much more effectively.  By spreading command and control in quickly over large units and increasing decision time, it allows the commander to be much more effective.  Additionally, the ability of the commander to manage the increasing complexity of the battlespace is absolutely critical to fighting the types of conflicts we find ourselves in today.  A link to the project is understanding the complexity of this battlespace in NCW and providing relevant information in a timely manner to facilitate the advantages of this type of system.  


The possibility of horizontal coordination is indicative of the importance of delivering terrain data to these units not necessarily from the top but either on all levels or from a central server.  Terrain data must be immediately available at any level of data to any type of unit, and the complexity in deploying it is an issue the team will face.  The top to bottom flow of information cannot necessarily be completely relied unless the network has redundancy to protect information flow.  Increased battlespace awareness that NCW systems can offer to soldiers are critical to advances C2.
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Summarized By: Cadet Eugene Page
Key Points:

· The topographic engineering piece of information dominance helps achieve dominant maneuver in urban and complex terrain.

· The OODA loop should be used to help soldiers understand the lay of the land and act on that understanding in urban and complex terrain.

· Topographic engineering tools available today should be utilized to accelerate and improve the OODA loop

· Sustain Digital Topographic Support Teams with current updated hardware and software to help sustain the warfighter in the field.

· Future solutions will give increased information dominance and a lot of capabilities are currently available today and just need to be packaged for use in the field

Summary: 


Urban and complex terrain presents a unique threat to our soldiers because the threat forces can get closer to our soldiers before we can bring superior combat power to bear.  Unless properly prepared, threat forces can make devastating attacks on our units in this type of terrain.  Therefore, although information dominance and dominant maneuver are difficult in this terrain, there are several advantages available to our soldiers.  C2 measures are crucial to information dominance.  C2 capabilities are linked to the observe, orient, decide, act (OODA) loop.  OODA loops that are effectively managed can help soldiers understand the lay of the land and act on that understanding in urban and complex terrain.  


There are several topographic engineering tools currently employed in the field to help accelerate the OODA loop.  First, the Urban Tactical Planner (UTP), provides an overview of the urban terrain in the form of maps, imagery, elevation data, perspective views, handheld photography, video clips, scanned building plans, and three-dimensional visualization of key aspects of the urban environment such as buildings, roads, railroads, forests, and vertical obstructions.  The Urban Tactical Planner is shown below in Figure 1.  Note the 3-D imaging and quality of resolution available to soldiers currently.
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Figure 1
Handheld GIS systems have been employed in PDAs as well to help visualize terrain data.  Terrain teams are critical links between GI&S technologies and ground warfighters.  They are able to build rapid-response products that lead to terrain understanding which is a key part of information dominance.  Army teams use the Digital Topographic Support System (DTSS).  These teams must be updated with hardware and software and soldiers that can support the warfighter.  


New technologies will be available in the near future.  Some of these are off-the-shelf commercial systems already in place that simply need to be packaged for military use.  Light detection and ranging (LIDAR) systems can help support important engineering tasks by using a laser in a manner similar to radar.  It can be used to produce detailed e-D fly-throughs and line-of-sight analyses; identify ambush sites, dead space, avenues of approach, and generate detailed feature data.  This is depicted in figure 2.  
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Figure 2
Additionally, Urban Terrain Information Constructs (UTICs) – Battlespace Terrain Reasoning and Awareness (BTRA) is a program used to develop automated terrain reasoning tools for use on digital C2 systems.  Feature data can be used for embedded attribution data and elevation data for live course of action analyses.  Finally, GI&S capabilities provide foundation for a more effective C2 decision cycle or OODA loop so that our force can operate more effectively urban and complex terrain.

Analysis:


The article brings interesting insights to the application of network-centric warfare.  First, by making command and control information more available to both actor and decision entities, the organization can fight much more effectively.  By spreading command and control in quickly over large units and increasing decision time, it allows the commander to be much more effective.  Additionally, the ability of the commander to manage the increasing complexity of the battlespace is absolutely critical to fighting the types of conflicts we find ourselves in today.  A link to the project is understanding the complexity of this battlespace in NCW and providing relevant information in a timely manner to facilitate the advantages of this type of system.  


The possibility of horizontal coordination is indicative of the importance of delivering terrain data to these units not necessarily from the top but either on all levels or from a central server.  Terrain data must be immediately available at any level of data to any type of unit, and the complexity in deploying it is an issue the team will face.  The top to bottom flow of information cannot necessarily be completely relied unless the network has redundancy to protect information flow.  Increased battlespace awareness that NCW systems can offer to soldiers are critical to advances C2.

Analysis


This article is extremely relevant to the project.  It discusses terrain analysis tools currently in place now and assesses their effects in assisting the warfighter to accomplish his/her mission.  A large focus of this article is accelerating and creating a more effective OODA loop.  The loop is a great model for understanding C2 and the Army decision-making process is a detailed version of the OODA loop.  The UTP is an example of an attempt to improve on the OODA loop in the status quo.  This system provides detailed terrain for C2.  By running these systems in conjunction with PDA’s for GIS systems the OODA loop can drop to lower echelon levels that seen before.  Terrain teams are an essential aspect of improving the OODA loop.  They provide detail critical terrain data on demand.


The systems of the future are those that will give serious advantages to our troops.  LIDAR will be a huge player in improving the quality of terrain analysis and will provide important information for commanders quickly.  This improvement in the quality of terrain data will enhance decision making though the OODA loop.  UTIC’s and BTRA will provide dynamic terrain reasoning tools to help conduct terrain analysis and possible get rid of the need for some reconnaissance.  The aggregate of these systems are absolutely critical to improving C2 by improving the OODA loop and will create a more rapid an effective C2 decision cycle.  
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Summarized by:  Christopher Grevious
Key Points:
· The ABCS was developed as a cutting-edge suite of tools to deliver command and control (C2) functions across the various battlefield functional areas (BFAs).

· Command and Control Personal Computer (C2PC), which has less capability than the ABCS but is more affordable.

· Terrain data can be broken to several data types:  maps, imagery, elevation data, and feature data.

· There are not enough current, detailed maps to support rapid response to contingencies in many regions.

· The goal is to provide a better geospatial representation of the battlespace to give our soldiers advantage before and during missions.

Summary:

The Army requires digital terrain (geospatial} data to function effectively on the battlefield. Today's forces use geospatial data in computer systems to provide an understanding of the terrain in the field. The geospatial data we have does not provide a perfect picture of the terrain, but it should give us a representation that is useful at the appropriate level of detail. Lower resolution terrain data enables leaders at the theatre level to plan operations, while higher resolution products facilitate tactical-level operations.  It is important that we define our terrain data requirements carefully and focus limited geospatial production assets on the areas that are of most importance to us.

In the area of C2 Systems and terrain Data we should focus on the following:  The Army Battle Command System (ABCS) and Control Personal Computer (C2PC).  The ABCS was developed as a cutting-edge suite of tools to deliver command and control (C2) functions across the various battlefield functional areas (BFAs). Significant resources were invested in the ABCS, with the result that the 4th Infantry Division and a few other units were given a high level of capability, while most units did not receive the ABCS, When the US Army's V Corps deployed lo Iraq two years ago, it did not have the ABCS, so it used a joint system called Command and Control Personal Computer (C2PC), which has less capability than the ABCS but is more affordable.


All C2 systems require some Ievel of digital terrain data to achieve terrain understanding. In addition to C2 systems, the Future Force is scheduled to use terrain data in modeling and simulation formats to conduct training before forces deploy to combat. The National Geospatial-Intelligence Agency (NGA) provided terrain data and theatre- level geospatial analysts who supported Army terrain teams at the operational level.  Therefore, an important question to ask is where does terrain data come from, and how can we ensure its availability?


Terrain data can be broken to several data types:  maps, imagery, elevation data, and feature data.  

Maps. Maps are still a geospatial mainstay for the soldier. It is important to have both hard-copy and digital versions. The digital versions in the field need to be the same as the hard-copy map

Imagery. Geo-referenced imagery provides a digital "photo" of the terrain with embedded geographic coordinates (latitude/ longitude or the Military Grid Reference System),

Elevation Data. This data provides a digital representation of the Earth's surface. At lower resolutions, this product provides a basic understanding of the lay of the land. At higher resolutions, elevation data provides a detailed representation of roads, alleys, and multilevel buildings in urban environments. Higher-resolution elevation data can give soldiers an important advantage in both urban and complex terrain. Elevation data is a key element for terrain reasoning, because it can be used to derive slope and other aspects of the "skin of the Earth" that impact maneuverability.

Feature Data. Terrain features (such as roads, bridges, rivers, utilities, and buildings) are represented by digital feature data. Attribution ("right click" data) is an important aspect of feature data, since it defines an object to some level of detail (such as bridge specifications, number of lanes in a road, stream velocity, and bank height), Fig.1 shows an example of feature data. The right-click information for one of the hard surface roads is shown here in the feature table. Feature data with sufficient levels of detail can be used in automated systems to predict mobility, counter mobility, and other terrain analysis parameters.


Additionally, understand the concept of terrain reasoning is important.  Terrain reasoning is to do "what if" terrain analysis based on changes in the terrain using the C2 system in real time. For example, if a soldier encounters a minefield or a destroyed bridge, he can enter an icon to indicate that the road is blocked and then conduct a new route analysis based on criteria such as the fastest route, shortest route, and covered and concealed routes. This technology is being developed by the US Army Engineer Research and Development Center -Topographic Engineering Center (ERDC-TEC), Terrain reasoning has not yet been fully embedded in C2 systems yet. Terrain reasoning requires the use of elevation data and feature data with sufficient right-click content to enable automated analysis.


Finally, another important area to discuss are the shortfalls of terrain data.  There are not enough current, detailed maps to support rapid response to contingencies in many regions.  The goal is to provide a better geospatial representation of the battlespace to give our soldiers advantage before and during missions.  Additionally, the detail of the maps is also important.  Much of the world has 1:250,000 scale feature data available, but there are relatively few places where feature data is available at the 1:50,000 or 1:100.000 scale. In addition, the right-click data for these features is frequently inadequate.
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The Geospatial end-to-end process.
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Key Points:

· Explains the importance of terrain visualization
· Brigade and Battalion terrain visualization capabilities
Summary:

Our Continental United States-based Army is often deployed to locations such as Bosnia and Somalia, more particularly in Iraq and Afghanistan, where we have not had the opportunity to train or conduct reconnaissance in the area of operations. In such an environment, the ability to visualize the terrain quickly becomes extremely important. The Army of the future will endeavor to create battlefield visualization--or total situational awareness--by combining command and control (C2) systems from each of the combat functions into one integrated system. Terrain visualization is an important part of that process, for it is the process through which a commander sees how terrain influences battlespace in both his and the enemy's operations.

In terms of our brigade and battalion terrain visualization capabilities we have the following tools:  Refined MCOO, terrabase LOS and visual area plots, and oblique terrain views.  
Refined MCOO: Brigade and battalion TF commanders will refine the MCOO products produced at division level to look two levels down to site enemy and friendly company unit locations for a brigade and platoon locations for a battalion TF. The MCOO is further refined to identify smaller trails and avenues of approach that will influence maneuver and fires. It can help the commander to determine where the "red zone" begins that point where enemy direct fires force the TF to switch from movement formations to maneuver. It can also assist the commander to look at flank security and determine optimal locations for employment of air and ground Volcano systems and modular packed mine systems. 

Terrabase LOS and visual area plots: While rudimentary in its capabilities and detail, Terrabase is a laptop computer terrain analysis program that does LOS and visual area plots for friendly and enemy battle positions, weapon systems, observation post locations and siting of signal and C2 nodes for maximum effectiveness. This level of detail is required at brigade and battalion levels. It is quite useful in deriving maximum benefit from our combat multipliers and in determining when we are in direct-fire range of enemy weapon systems. 

Oblique terrain views: Another Terrabase capability provides terrain oblique views, which are useful for visualizing the shape the battlefield will take as one moves from battle position to objective. As the terrain visualization systems and data become more sophisticated, this feature could take on greater significance as a means to "see" the terrain as the commander rides through it digitally. 

The greatest difference between terrain visualization products at the division level and below is the sophistication of the machinery available to produce those products. The 1st Cav Div currently has only one MSIP machine at division level, with no comparable capability at brigade level or below. Terrabase is the only terrain analysis software now available at brigade and battalion levels, and it only provides rudimentary products. We are in the process of expanding our capabilities at maneuver brigade level with next-generation software from both commercial sources. 

 It is obviously that with newer technology that we are stressing the point of straying away from hard-copy mpas.  With that said, terrain visualizations enables the commander to see how he and the enemy will fight, allowing him the opportunity to use terrain as a weapon.
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Key Points:

· A revisit of terrain data types
· The dissemination of terrain data
· Exporting of topographic products
Summary:

Maneuver commanders are effective on the battlefield only to the extent that they understand the tools and assets under their command.  Engineer C2 supports terrain understanding, improvised explosive device (IED) defeat, humanitarian relief, stability operations, support operations, and other functions that are critical components for achieving assured mobility.

You must understand the terrain data and its uses in order to get a general understanding of topographic engineering.  Again we revisit terrain data types which include:  scanned digital map displays, elevation data, imagery, and feature data.  However, we can reference previous materials for these definitions.

Another question of concern is what type of assets might I see in the military dealing with terrain data?  There is a host of equipment at our disposal; however, the most relevant to our Capstone may deal with Theater type systems that can disseminate information down to lower units.  Thus, Theater Geospatial Database (TGD), and emerging handheld personal digital assistants (PDAs) that use embedded geospatial software. The configuration of different units may vary depending on the echelon and legacy of the individual unit. The software used in each of these products is compatible with DTSS. For more information on these tools, see the Project Director (PD), Combat Terrain Information Systems (CTIS),

Web site at <http://www.tec.army.mil/systems/programs/ctis2/ about/main.html>.

Another question is what type of “reachback” support will I receive as an officer?  First off, reachback consists of terrain teams at division and corps levels (UEx and UEy); the regional HSOC, to include topographic engineering battalions and the TGD; and the US Army Corps of Engineers® Engineer Research and Development Center (ERDC) Topographic Engineering Center (TEC). Large-bandwidth communications architectures are being developed—such as the Global Broadcast Service (GBS)—to disseminate very large files into theater. A variety of tools available to engineer officers can convey terrain understanding to the user. One of these is the Urban Tactical Planner™ (UTP), which is available through TEC. The UTP is a stand-alone software tool that is free, easy to use, and runs on any personal computer (PC). Most of the major urban areas in current operations areas are covered by a specific UTP three dimensional (3-D) fly-through loaded on a compact disk (CD), using a TerraExplorer® software package. The UTP fly-through is created using imagery and feature data draped over elevation data. Feature attribution is accessible by placing the cursor over a road feature. Key buildings in the imagery are annotated, and some are “stood up” in 3-D. DTSS operators can use UTP source data as a foundation for their urban analysis products. They can add more feature data and update existing UTP databases based on ground truth in the field.  Additionally, The National Geospatial-Intelligence Agency (NGA) provides the ultimate reachback asset in CONUS, as well as in theater, with on-site geospatial analysts who augment the terrain teams. NGA analysts should be integrated with the terrain teams to provide excellent synergy.


Now lets take a look at past systems and how are current system functions (i.e. exporting digital engineer solutions into different C2 systems or dissemination).  The ABCS was fielded to the digital divisions and the SBCTs prior to Operation Iraqi Freedom. Various parts of the ABCS were available to other units. One ABCS capability that was rushed into the field for Operation Iraqi Freedom was the FBCB2 and its commercial satellite surrogate known as Blue Force Tracking.  However, prior to Operation Iraqi Freedom, not all units had ABCS; there were digital and nondigital units, which left some users without a standard C2 architecture.  While Operation Iraqi Freedom was in its planning stages, commanders decided that the nondigitized units needed some C2 tools quickly. They chose to use Command and Control Personal Computer (C2PC) because it is free, reliable, easy to use, and runs on any PC. C2PC was employed in the initial stages of Operation Iraqi Freedom and is still being used at the corps and joint levels in Iraq and elsewhere.  The Army is preparing to release Software Block 1, based on ABCS, which will be fielded to the entire Active Army and Reserve Component.  This will provide the Army with needed C2 standardization.

FalconView™ is a terrain visualization tool that is used extensively in Operation Iraqi Freedom and throughout the Army. Like C2PC, it is free, reliable, easy to use, and runs on any PC. Planning teams use FalconView to view digital maps and imagery and to build control measure overlays for export to other C2 systems. It can also serve as a data interchange tool between ABCS and C2PC.

Exporting topographic products to C2PC can be achieved by terrain teams using export tools directly from DTSS or by sending files from DTSS to FalconView and then transforming files into C2PC format. DTSS can reformat products for export to almost any other system. Only the Joint Technical Architecture-compliant systems that use the Commercial Joint Mapping Toolkit (CJMTK) can use all NGA and DTSS products in their native formats.


In the area of dissemination, higher levels of command, large files can be transmitted into theater using GBS and other large-bandwidth capabilities. However, for the last tactical mile, soldiers typically use high frequency radios. Digital overlays that are disseminated via radio should contain as much information as possible with a very small file size. CDs, digital video disks (DVDs), and FireWires are often used to disseminate large files.  Unit basic geospatial loads of digital maps, imagery, elevation data, feature data, and special terrain products are stored on the Army Map Server in each DTSS-Light. These map servers provide digital terrain products from NGA, commercial sources, DTSS, Army theater-level topographic engineering assets, and TEC. Products from the map server can be exported to ABCS via the tactical operations center (TOC) local area network (LAN). This data should not be pulled from one TOC to another over tactical communications links because of bandwidth limitations.
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Summarized by:  Guillermo Guandique

Key Points:

· Decision analysis is used to rank list potential target sets into a subset for further analysis.

· C2 Attacks to eliminate enemy capabilities 

· Importance of Command and Control on the battlefield. 

· Identifying key C2 Targets

Summary:


In this article the author discusses the necessity to use network disruption tools to interrupt the enemies’ C2 and C4I networks. C2 is defined as facilities, equipment, communications, procedures, and personnel essential to a commander for planning directing, coordinating, and controlling operations for assigned forces pursuant to the missions assigned. The author uses decision analysis to rank list potential target sets into a subset for further analysis. 


[image: image17]
The final product in the article is a value breakdown profile. Stakeholders for this project are commanders at brigade down to company level. The author uses a targeting process to determine the priority of C2 targets based on their objectives and guidance down to their combat assessment. 

Analysis:


This article is closely related to this capstone because it deals with the tools essential to a successful mission. Just as we are analyzing the command and control tools our commanders can use in the field, the enemy also uses similar tools and process’ to coordinate their operations against us. By identifying which tools are most important to the enemy we can determine which targets have the most benefit for us to attack. An enemy’s C2 network if disrupted could mean a loss in communication between a commander and his subordinate commanders. Without communications between commanders and subordinates wars cannot be effectively fought and won. 
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Electronic Sources

Citation: “On Point” Center for Army Lessons Learned. Accessed 14 September 2006. Available from http://call.army.mil/products/on-point/toc.asp.

Subject: Command and Control

Summarized by:  Guillrmo Guandique

Key Points:

· BFT & Joint Operations
· Information Based Warfare
· Coalition Forces Land Component Command 
· JFC
Summary: 


The point of this article is to analyze the importance of C2 in joint operations and the effects of information in warfare. As the army is expanding its capability to fight a joint war the need for communications between its components is increasingly essential. There is a need for land, air, and sea component commanders are all seeing the same picture for coordination purposes. Many of the tasks and capabilities overlap and could be disastrous if launched simultaneously. Therefore the article goes in depth to analyze the importance of synchronized coordination between component commanders. Joint operations are becoming increasingly important to the main battle and with better information between components, can be effectively maneuvered. 


Although our capstone deals directly with terrain it is important that we have coordination with land, air, and sea if needed. All information that is available can be used depending on the mission. Data relevant to terrain such as elevation and weather effects can be used for air components to determine whether or not air assets can be used for missions in the area of operations. Sharing information on the battle field is crucial in joint operations. Commanders under one picture can all share information and keep out of each others battle space. Command Post of the Future does this very well. When we used CPOF it showed how different screens are used to show for a shared view and a individual view, this allows commanders to plan missions and then share information with neighboring commanders in or around the same battle space. 

Scholarly Journal 

Citation: Alberts, David S, Hayes, Richard E. “Understanding Command and Control.” CCRP Publications. (2006): 1 – 234 

Subject: Command and Control

Summarized by:  Guillermo Guandique
Key Points:

· Necessity for change
· Network Centric Warfare
· Command
· Control

This article explains the complexities of today’s command and control requirements and the need to change command and control to better fit the 21st century. The main points of this document are based on Network Centric Warfare. NCW can be broken down into 2 steps, having shared awareness among component commanders, and leveraging it to achieve self-synchronization. The ultimate goal of these steps is to increase the unity’s agility through command and control. The current systems emplaced by DOD are not sufficient to achieve the goals of NCW. The achieve new approaches need to be developed. The article expands upon the need for socio-technical networks with human like behaviors. Command in this article is broken down into 4 outputs from which command produces:

[image: image19.emf]
The purpose of control is to adjust functions to stay within the guidelines established by command. Command and Control (C2) is a function of command. C2 determines the interaction between functions. A visual representation of how C2 effects processes is seen by this graphical representation

[image: image20.emf]
The author explains that C2 that is effective for use is that which takes into account all the available information and assets. This also the user or commander to reduce uncertainty in missions. Uncertainty is a major factor is all missions. It plays a role in everyday life. Because in most cases uncertainty is modeled stochastically we cannot fully account for all uncertainty and have to allow ourselves a certain level of confidence before each mission. Accounting for uncertainty allows users to better command and use control measures to adjust functions or assets.  C2 is also tasked to be available and quickly attainable for all commanders and users. 

Scholarly Article 

Citation: McGinnis, Micheal L, Phelan, Robert G. “Reengineering The United States Army’s Tactical Command and Control Operational Architecture for Information Operations” http://ieeexplore.ieee.org/iel5/6969/18768/00873385.pdf. 

Summarized by:  Guillrmo Guandique
Subject: Command and Control


The purpose of this article is to introduce the need for integration of computers for command and control purposes. The author introduces a simulation model which will improve efficiency of information operations. The problem assed in this article deals with the integration of computer, communication, and information technologies into command and control. With so much information being available for commanders to asses and perform missions the timeliness of the information is crucial for success. With this comes the downside of too much information flow and not enough filtering of pertinent information and obsolete information.  The remedy this problem the author has suggested reorganizing the Army’s tactical level staffs into staffs which can handle operations with information. The solution for this is proposed as the Army Battle Command Systems (ABCS). Information in the ABCS is shared at all levels of command on the battlefield. This makes joint operations easier to control and more versatile. The operational architecture model for ABCS is the following: 
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Through stakeholder analysis and talking to exports in the fields of C2, this article assumes the key to changing C2 is reengineering information from to benefit the commander instead of centering it on battlefield operating systems. The rest of the article goes into the mathematical analysis needed for this simulation. There is one table in which the author has made Cost of Failure  categories to determine the importance of completed information. This table shows the impact information has on the mission and how mission capable a unit would be if the information is not provided. 

[image: image22.emf]
This is perhaps the most relevant to our capstone because it deals with filtering of information and the necessity of information. For terrain analysis we want to be able to give commanders the information the need to complete the mission. Too much information or information not complete can be costly for a mission. Command and Control looks at what information the commander needs for a mission how soon the information needs to be analyzed and transmitted to serve the battlefield commander. 


Terrain can incorporate many things, this article points out the at the bare minimum a commander needs to know what the friendly and enemy situation is and the enemy’s most recent activities. Too much information can cause useful information to be lost in the clutter. It is necessary to reorganize the structure of command and control using computer technology to separate useful and non-essential information. Information also needs to be present with enough allotted time for commanders to make timely decisions and plan their courses of action. 

Scholarly Journal:
Citation: Croser, Caroline. “Commanding the Future: Command and Control in a Networked Environment.” Defense and Security Analysis 22, 2 (2006): 197-202.

Subject: Command and Control 

Summarized by:  Michael Chun
Key Points:

· How CPOF works

· The elements that comprise CPOF

· The impact of CPOF of TOC’s operations 

Summary:


This paper examines a small command and control technology, that of the Command Post of the Future (CPOF), that was procured by the US Army through the Defense Advanced Research and Procurement Agency (DARPA). CPOF is a Windows-based advanced command and control (C^2) software and hardware suite that operates on two primary modules. First, it has geographic information system (GIS)-style overlay of information as icons onto an interactive digital map of the Area of Operations. Input comes from several sources: ABCS (Army Battle Command System), PLI (Position Location Identifiers), the BFT/FBCB2 (Blue Force Tracker/Force XXI Battle Command Brigade and Below), and also the CPOF users, “battle captain.” Second, CPOF acts as a means of communication between TOCs. 

Analysis:


Although the explanation of how CPOF is setup and how it works together is extremely helpful, another interesting facet was the analysis on the impact of CPOF on end users or the TOCs. CPOF was first deployed with 1st Cavalry Division (1CD) during OIF Phase Two and then subsequently deployed with the 3rd Infantry Division. Now the US Marine Corps is also in the process of procuring the system. Interestingly, interviews revealed a dregree of change in CPOF usage over the year-long deployment in Baghdad with respect to precisely this multi-faceted aspect of the system. Initially CPOF appeared to be used in a way that align neatly with traditional methods of using pen-and-paper maps in the TOC – monitoring and locating incidents, as well as situating and communicating plans for missions in the AO, but as the year passed, CPOF usage became more integrated with other aspects of command and control and the source of information for ethnicity composition, demographics, mosque locations, degree of political activity, etc. These aspects are definitely critical for us to capture in our analysis of how future command and control should work. 

Citation: Khamzatov, M. “Network-centric War Conception and its Impact on the Character of Modern Operations.” Military Thought 15, 3 (2006): 24-29.

Subject: Network-centric War Conception 

Summarized by:  Michael Chun
Key Points:

· The future of Network-centric warfare

Summary:


The article focuses on the impact of network-centric war on the operations of Armed Forces in Russia. Some authors treat the network-centric war conception as the main contents of new forms of military operations. It points out that the idea of the network principle shows that information exchange is the main element of the whole of the model. The main feature which determines the character of modern operations is the availability of new multi-service mobile formations and units.


Analysis:


This article was a short article by a Russian aviator who wanted to share his thoughts on the future of network-centric warfare. He identified several weaknesses the main one being that the current network does not support joint forces operations as well as it should. As more and more forces are operating in a smaller area of operations, the ability to seamlessly integrate a large number of simultaneous operations will be critical to our future. The main advantage of the central-network operations is demonstrated in particular by the capacity of the formations and units to plan their consequent actions in continuous and operative manner, constantly receiving reconnaissance fresh information, to go into action without worrying about the rear support which will be provided at the appropriate time and appropriate destination.

Citation: Wilson, J.R. “U.S. Military Researchers Take Aim at Command Post of the Future.” Military and Aerospace Electronics 11, 10 (2000): 1-3.
Subject: CPOF 

Summarized by:  Michael Chun
Key Points:

· The concept behind CPOF

Summary:

This article has responses from experts from the Defense Advanced Research Projects Agency (DARPA) in Arlington, Va., as they began their project to build the Command Post of the Future (CPOF). The commander's job is to make decisions and monitor their execution in the midst of great uncertainty. To do this effectively, the commander must be freed from the tyranny of the doctrine and technologies that define the current military command post. The goal of the CPOF program is to shorten the commander's decision cycle to stay ahead of the adversary's ability to react. The visualization and interaction technologies developed under CPOF will enable radically faster situation assessment and response, resulting in a more efficient use of manpower and military assets.

The most important aspect of CPOF is trying to figure out how to best filter the information for the commander. If the CPOF displays everything it has it is simply too much for the commander. But determining what to display "is really the riskiest part of the program." 

Another element in restructuring the command post is to separate situational awareness from battle planning. If you can present the commander with enough information that he understands the situation on the ground and keep him informed of what's changing, then give him a display that gives him all the options at once, then you have a continuous planning environment. 

Analysis:


This article was interesting because it looked at the concepts behind CPOF which were largely command and control issues like how much information do we display, how much information is too much, how do we create a system that assists in the human cognitive process, etc. For our group, it will be important to realize that simply having a lot of terrain data is not necessarily a good thing. Instead we should focus on how to get the most helpful terrain data. 
Books: 

Citation: Understanding Command and Control CCRP. Accessed 13 October 2006. Available from http://www.dodccrp.org/html3/pubs_download.html.
Subject: Command and Control

Summarized by:  Michael Chun
Key Points:

· Command and Control Theory
Summary: 


This book was a theoretical approach to understanding what command and control is. Today’s mission differ from traditional missions in the sense that they are simultaneously more complex and more dynamic—creating a need for a diverse set of capabilities and the organization of an effective coalition. This problem is also affected by a shrinking window of opportunity. 
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1st Platoon, Alpha Company, TF 1-1 will depart from FOB Eagle at VQ81513789 and conduct raid operations at OBJ Raptor (VQ88554139) NLT 0900 02APR2007 to support stability operations. 





Known enemy activity along major built up MSR’s. 





Area of operations at OBJ Raptor known to be very hostile. 











Mission Planning Effectiveness At 3 Levels of Detail





Relative Importance of Data At Level 1





Relative Importance of Data At Level 2





Relative Importance of Data At Level 3











� Taken from “Terrain Generation Capstone Team” 


� “Assumptions” was taken from the Terrain Generation Capstone Team. 


� Alternatives provided by Terrain Generation Capstone Team. 
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